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The study of the nonlinear properties of vectorial Boolean functions is
fundamental for the evaluation of the resistance of the block cipher against
the main attacks, such as the differential attack and the linear attack. The
main metrics of the nonlinear properties are the differential uniformity o;
(the lower is the less linear), the nonlinearity NL;(f), and the vectorial non-
linearity NL,(f). The vectorial nonlinearity of f : Fy — F5" is defined as the
Hamming distance of f to the set of affine F} — FI* maps. These measures
are linked by the lower bounds

NL,(f) > NLy(f), NL,(f) > 2" — \/d; - 2"/2__

that hold for all f : Fy — F7'. Liu, Mesnager and Chen (2017) conjectured
the upper bound

NL,(f) < (1 —27™) (2" —2%2).

The computation of the vectorial nonlinearity NL,(f) is generally diffi-
cult. Our goal is to better understand the vectorial nonlinearity by applying
the theory of Sidon sets of 7. The subset S of the abelian group A is a
Sidon set in A, if for any x,y, z,w € S of which at least three are different,
r+y # z+w. We will use old and new results on Sidon sets to improve the
estimates for the vectorial nonlinearity of APN functions.
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