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Abstract

In cryptography, vectorial Boolean functions are crucial for building S-boxes with good crypto-
graphic properties. Popular vectorial functions are the inverse, the Gold, and the Bracken-Leander
functions. They have been intensively studied, and various properties related to standard attacks
have been investigated. Thanks to novel advances in symmetric cryptography and, more precisely,
those related to boomerang cryptanalysis, this article continues to follow this momentum and further
examine these functions. More specifically, we revisit and bring new results about their Difference
Distribution Table (DDT), their Boomerang Connectivity Table (BCT), their Feistel Boomerang
Connectivity Table (FBCT), and their Feistel Boomerang Difference Table (FBDT). For each table,
we give explicit values of all entries by solving specific systems of equations over the finite (binary)
field F2n of order 2n and give the precise cardinalities of their corresponding sets of such values.

1 Introduction

In symmetric cryptography, vectorial Boolean functions are called S-boxes (substitution-boxes). Our
main reference in this context is the precious book of Carlet [6]. S-boxes are fundamental parts of
block ciphers and essential component of symmetric key algorithms which performs substitutions. In
a block cipher, the S-box over F2n is usually a permutation component that plays a central role in its
security. The S-box should satisfy several criteria such as resistance against differential cryptanalysis [1]
and resistance against linear cryptanalysis [10]. The differential uniformity δF of a permutation F (used
as an S-box inside a cryptosystem) measures the resistance of the block cipher against the differential
cryptanalysis. The differential uniformity is defined by

δF = max
a,b∈F2n ,a 6=0

DDTF (a, b),

where DDTF (a, b) is the entry at (a, b) ∈ (F2n)
2

of the difference distribution table

DDTF (a, b) = #{x ∈ F2n , F (x+ a) + F (x) = b}.

When F is used as an S-box inside a cryptosystem, the smaller the value δF is, the better F to the
resistance against differential attack.

Another important cryptanalytical technique on block ciphers is the boomerang attack, introduced
by Wagner [12] in 1999, which is a variant of differential cryptanalysis. It can be adapted to vectorial
Boolean functions that are permutations of F2n and can be measured through the boomerang uniformity
βF [3] defined by

βF = max
a,b∈F2n ,ab6=0

BCTF (a, b),

where BCTF (a, b) is the entry at (a, b) ∈ (F2n)
2

of the Boomerang Connectivity Table (BCT) [7] of F ,

BCTF (a, b) = #{x ∈ F2n , F
−1(F (x) + b) + F−1(F (x+ a) + b) = a}.

A block cipher that is secure against a boomerang attack must have a low boomerang uniformity (ideally
2 but 4 is acceptable as well).

Some variants of the DDT and the BCT for ciphers following a Feistel construction were presented
very recently by Boukerrou et al. [2]. For a vectorial Boolean function F , the variant of the BCT is called

the Feistel Boomerang Connectivity Table (FBCT). Its entry at a fixed (a, b) ∈ (F2n)
2

is defined by

FBCTF (a, b) = #{x ∈ F2n , F (x) + F (x+ a) + F (x+ b) + F (x+ a+ b) = 0}.



The Feistel boomerang uniformity of F is defined by

βF (F ) = max
a,b∈F2n ,ab(a+b)6=0

FBCTF (a, b).

For a vectorial Boolean function F , the variant of the DDT is the Feistel Boomerang Difference Table
(FBDT). It is defined for (a, c, b) ∈ (Fn

2 )
3

by

FBDTF (a, c, b) = #{x ∈ F2n , F (x) + F (x+ a) + F (x+ b) + F (x+ a+ b) = 0,

F (x) + F (x+ a) = c}.

In connection with the FBDT, we introduce the notion of Feistel boomerang difference uniformity γF of
a function F as

γF = max
(a,c,b)∈F3

2n
,(a,c)6=(0,0)

FBDTF (a, c, b).

One of the most studied power functions is the inverse function S : F2n → F2n defined by S(x) =
x2

n−2. It is used in the block cipher AES [8] and has been intensively studied. It is known that the inverse
function is differentially 4-uniform when n is even, and differentially 2-uniform, that is Almost Perfect
Nonlinear (APN) when n is odd [11]. Also, the BCT of the inverse function was studied by Boura and
Canteaut [3]. When n is even, they showed that the possible values of the boomerang uniformity of the
inverse function S are BCTS = 4 if n ≡ 2 (mod 4), and BCTS = 6 if n ≡ 0 (mod 4). Similarly, in [2],
the FBCT of the inverse function was studied, and its Feistel boomerang uniformity was established as
βF (F ) = 4 when n is even.

Another important power function is the Gold function G : F2n → F2n defined by G(x) = x2
k+1. It

is a permutation if n
d is odd, where gcd(k, n) = d, and has also been intensively investigated. The Gold

function is known to be differentially 4-uniform for n and k satisfying gcd(n, k) = 2 and n = 2m where
m is odd. In [3], Boura and Canteaut showed that the Gold function have a boomerang uniformity equal
to 4 when n ≡ 2 (mod 4) and gcd(n, k) = 2.

The Bracken-Leander function is defined over F2n by F (x) = x2
2k+2k+1 where n = 4k. When k is odd,

and gcd
(
24k − 1, 22k + 2k + 1

)
= 1, the function F is a permutation. In 2010, Bracken and Leander [4]

showed that F has differential uniformity δF = 4, and non-linear uniformity NLF = 2n−1 − 2
n
2 . In [5],

Calderini and Villa studied its boomerang uniformity and showed that it is upper bounded by 24. They
performed extensive experiments for 3 ≤ k ≤ 15 where k is odd, and found that the upper bound of
βF = 24 can be attained for certain values of k with 7 ≤ k ≤ 15.

In this paper, we shall focus on the inverse, the Gold, and the Bracken-Leander functions over F2n .
More specifically, we accomplish the following assignment.

• For the inverse and the Gold functions, we give all explicit values of all entries in the DDT, the
FBCT, and the FBDT. Also, for each entry, we give the number of couples (a, b) ∈ (F2n)

2
having

such entry. We also show that the Feistel boomerang difference uniformity for the Gold function is
γF = 4. For the inverse function, we show that γF = 4 if n is even, and γF = 0 if n is odd.

• For the inverse, the Gold, and the Bracken-Leander functions, we give all values of all entries in
the FBCT. Moreover, we give the number of elements (a, b) ∈ (F2n)

2
with a possible value in the

FBCT. Also, we consider the Feistel boomerang uniformity βF (F ) and show that, for the inverse
function, βF (F ) = 4 if n is even and βF (F ) = 0 if n is odd. We also show that βF (F ) = 0 for the
Gold function and βF (F ) = 2k for the Bracken-Leander function with n = 4k.

Our study of the exact entries and the cardinalities in each table is aimed to facilitate the analysis of
differential and boomerang cryptanalysis of S-boxes when studying distinguishers and trails.

2 The DDT of the inverse function

The entries of the DDT of the inverse function form the set {0, 2, 2n} if n is odd, and the set {0, 4, 2n} if n

is even. Depending on the structure of each fixed (a, b) ∈ (F2n)
2
, we give the explicit value of DDTS(a, b).

Moreover, we give the number of couples (a, b) having a prescribed value in the DDT. For all n, we have
#
{

(a, b) ∈ F2
2n : DDTS(a, b) = 2n

}
= 1. For an even integer n, we have

#
{

(a, b) ∈ F2
2n : DDTS(a, b) = 4

}
= 2n − 1,

#
{

(a, b) ∈ F2
2n : DDTS(a, b) = 2

}
=
(
2n−1 − 2

)
(2n − 1) ,

#
{

(a, b) ∈ F2
2n : DDTS(a, b) = 0

}
=
(
2n−1 + 2

)
(2n − 1) ,

2



and, for an odd integer n, we have

#
{

(a, b) ∈ F2
2n : DDTS(a, b) = 2

}
= 2n−1 (2n − 1) ,

#
{

(a, b) ∈ F2
2n : DDTS(a, b) = 0

}
=
(
2n−1 + 1

)
(2n − 1) .

3 The DDT of the Gold Function

For the Gold function defined over F2n by G(x) = x2
k+1, we prove the following result when d = gcd(k, n),

and m = n
d ,

DDTG(a, b) =


2n if a = 0 and b = 0,

2d if a 6= 0, and Trnd

(
b

a2k+1

)
= m (mod 2),

0 if a = 0 and b 6= 0, or a 6= 0 and Trnd

(
b

a2k+1

)
6= m (mod 2).

For each δ ∈
{

0, 2d, 2n
}

, we give the number of couples (a, b) ∈ (F2n)
2

such that DDTG(a, b) = δ,

#
{

(a, b) ∈ F2
2n : DDTG(a, b) = 2n

}
= 1,

#
{

(a, b) ∈ F2
2n : DDTG(a, b) = 2d

}
= 2n−d (2n − 1) ,

#
{

(a, b) ∈ F2
2n : DDTG(a, b) = 0

}
= (2n − 1)

(
2n − 2n−d + 1

)
.

4 The BCT of the Inverse Function

The values of the BCT of the inverse function S form the set {0, 2, 4, 6, 2n} if n ≡ 0 (mod 4), the set
{0, 2, 4, 2n} if n ≡ 2 (mod 4), and the set {0, 2, 2n} if n is odd. We give the explicit value of all entries
of the BCT, as well as the number of couples (u, v) having the same BCT. Specifically, we show that
#
{

(u, v) ∈ F2
2n : BCTS(u, v) = 2n

}
= 2n+1 − 1, and when n is odd, we have

#
{

(u, v) ∈ F2
2n : BCTS(u, v) = 2

}
= 2n−1 (2n − 1) ,

#
{

(u, v) ∈ F2
2n : BCTS(u, v) = 0

}
=
(
2n−1 − 1

)
(2n − 1) .

Similarly, when n is even, we have.

#
{

(u, v) ∈ F2
2n : BCTS(u, v) = 6

}
=

{
2n+1 − 2 if n = 4m,

0 if n = 4m+ 2,

#
{

(u, v) ∈ F2
2n : BCTS(u, v) = 4

}
=

{
2n − 1 if n = 4m,

3 (2n − 1) if n = 4m+ 2,

#
{

(u, v) ∈ F2
2n : BCTS (u, v) = 2

}
=

{
(2n − 1)

(
2n−1 − 4

)
if n = 4m,(

2n−1 − 2
)

(2n − 1) if n = 4m+ 2.

#
{

(u, v) ∈ F2
2n : BCTS (u, v) = 0

}
=

{
2n−1 (2n − 1) if n = 4m,

(2n − 1)
(
2n−1 − 2

)
if n = 4m+ 2.

5 The BCT of the Gold Function

Recall that the Gold function is defined over on F2n by G(x) = x2
k+1. When G is a permutation of F2n ,

that is when m = n
d is odd where d = gcd(k, n), we give all entries of the BCT of G at (a, b) ∈ (F2n)

2
,

BCTG(a, b) =



2n if a = 0 or b = 0,

2d if a 6= 0 and Trnd

(
b

a2k+1

)
6= 0,

0 if a 6= 0 and Trnd

(
b

a2k+1

)
= 0,

where Trnd (x) =
∑n

d−1
i=0 x2

ir

. For each admissible value β ∈
{

0, 2d, 2n
}

of the BCT of the Gold function,

we give the explicit number of couples (a, b) ∈ (F2n)
2

such that BCTG(a, b) = β,

#
{

(a, b) ∈ F2
2n : BCTG(a, b) = 2n

}
= 2n+1 − 1,

#
{

(a, b) ∈ F2
2n : BCTG(a, b) = 2d

}
= 2n−d

(
2d − 1

)
(2n − 1) ,

#
{

(a, b) ∈ F2
2n : BCTG(a, b) = 0

}
= (2n − 1)

(
2n−d − 1

)
.
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6 The FBCT of the Inverse Function

We present a detailed study of the FBCT of the inverse function over the finite field F2n . Our results are
obtained by direct calculation, while the results in [2] are obtained by considering the DDT. We show
that the set of the FBCT values is {0, 4, 2n} when n is even, and {0, 2n} when n is odd. When n is even,
we have

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 2n

}
= 3× 2n − 2,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 4

}
= 2 (2n − 1) ,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 0

}
= (2n − 4) (2n − 1) .

Similarly, when n is odd, we have

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 2n

}
= 3× 2n − 2,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 0

}
= (2n − 2) (2n − 1) .

Consequently, the Feistel boomerang uniformity of the inverse function is βF (F ) = 4 if n is even, and
βF (F ) = 0 if n is odd.

7 The FBCT of the Gold Function

For the Gold function defined over F2n by G(x) = x2
k+1, we show that its FBCT is very simple, explicitly,

FBCTG(a, b) =

{
2n if b = 0 or a ∈ b · F2d ,

0 if a 6∈ b · F2d .

We also give the explicit cardinalities of the sets of FBCT with the same entry,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 2n

}
= 2n+d + 2n − 2d,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 0

}
= (2n − 1)

(
2n − 2d

)
.

The former result shows that the Feistel boomerang uniformity of the Gold function is βF (F ) = 0.

8 The FBCT of the Bracken-Leander Function

Recall that the Bracken-Leander function over F2n for n = 4k is defined by F (x) = x2
2k+2k+1. We show

how to compute all explicit values of its FBCT,

FBCTF (a, b) =


2n if ab(a+ b) = 0,

22k if
a

b
∈ F22k\F2k ,

0 if
a

b
∈ F2k\{0, 1}, or if

a

b
∈ F2n\F22k .

Moreover, we give the number of couples (a, b) ∈ F2n having a prescribed entry in the FBCT,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 2n

}
= 3× 2n − 2,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 22k

}
= 2k

(
2k − 1

)
(2n − 1) ,

#
{

(a, b) ∈ F2
2n : FBCTF (a, b) = 0

}
= (2n − 1)

(
2n − 22k + 2k − 2

)
.

The former result shows that the Feistel boomerang uniformity is βF (F ) = 2k.

9 The FBDT of the Inverse Function

For the inverse function, we show that the set of the possible values of the entries of the FBDT is
{0, 2, 4, 2n}. Also, we have #

{
(a, c, b) ∈ F3

2n : FBDTS(a, c, b) = 2n
}

= 2n, and when n is even, we have

#
{

(a, c, b) ∈ F3
2n : FBDTS(a, c, b) = 4

}
= 4 (2n − 1) ,

#
{

(a, c, b) ∈ F3
2n : FBDTS(a, c, b) = 2

}
= 2

(
2n−1 − 2

)
(2n − 1) ,

#
{

(a, c, b) ∈ F3
2n : FBDTS(a, c, b) = 0

}
= 22n (2n − 1) .

4



Similarly, when n is odd, we have

#
{

(a, c, b) ∈ F3
2n : FBDTS(a, c, b) = 2

}
= 22n (2n − 1) ,

#
{

(a, c, b) ∈ F3
2n : FBDTS(a, c, b) = 0

}
= 2n (2n − 1) .

We notice that the Feistel boomerang difference uniformity is γS = 4 if n is even and γS = 2 if n is odd.

10 The FBDT of Gold Function

For the Gold function defined by G(x) = x2
k+1 with d = gcd(n, k), we show that the FBDT satisfies

FBDTF (a, c, b) =



2n if a = 0, c = 0,

2d if a 6= 0, b ∈ a · F2d ,Trnd

( c

a2k+1

)
= m (mod 2),

0 if a = 0, c 6= 0, or a 6= 0, b 6= 0, a 6∈ b · F2d ,

or Trnd

( c

a2k+1

)
6= m (mod 2).

Moreover, for δ ∈
{

0, 2d, 2n
}

, we show that the number of elements (a, c, b) ∈ (Fn
2 )

3
such that FBDTF (a, c, b) =

δ is as follows
#
{

(a, c, b) ∈ F3
2n , FBDTF (a, c, b) = 2n

}
= 2n,

#
{

(a, c, b) ∈ F3
2n , FBDTF (a, c, b) = 2d

}
= 2n (2n − 1) ,

#
{

(a, c, b) ∈ F3
2n , FBDTF (a, c, b) = 0

}
= 22n (2n − 1) .

The former result shows that the Feistel boomerang difference uniformity for the Gold function is γS = 2d.
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