Explicit Values of the Tables DDT, BCT, FBCT, and FBDT of
the Inverse, the Gold, and the Bracken-Leander Functions

Said Eddahmani” and Sihem Mesnager™"

>|<Departmen‘c of Mathematics, University of Paris VIII, F-93526 Saint-Denis, Laboratory Geometry, Analysis
and Applications, LAGA, University Sorbonne Paris Nord, CNRS, UMR 7539, F-93430, Villetaneuse, France
**LTCI, Telecom Paris, Polytechnic Institute of Paris, 91120 Palaiseau, France

Abstract

In cryptography, vectorial Boolean functions are crucial for building S-boxes with good crypto-
graphic properties. Popular vectorial functions are the inverse, the Gold, and the Bracken-Leander
functions. They have been intensively studied, and various properties related to standard attacks
have been investigated. Thanks to novel advances in symmetric cryptography and, more precisely,
those related to boomerang cryptanalysis, this article continues to follow this momentum and further
examine these functions. More specifically, we revisit and bring new results about their Difference
Distribution Table (DDT), their Boomerang Connectivity Table (BCT), their Feistel Boomerang
Connectivity Table (FBCT), and their Feistel Boomerang Difference Table (FBDT). For each table,
we give explicit values of all entries by solving specific systems of equations over the finite (binary)
field Fan of order 2" and give the precise cardinalities of their corresponding sets of such values.

1 Introduction

In symmetric cryptography, vectorial Boolean functions are called S-bozes (substitution-boxes). Our
main reference in this context is the precious book of Carlet [6]. S-boxes are fundamental parts of
block ciphers and essential component of symmetric key algorithms which performs substitutions. In
a block cipher, the S-box over Fan is usually a permutation component that plays a central role in its
security. The S-box should satisfy several criteria such as resistance against differential cryptanalysis [1]
and resistance against linear cryptanalysis [10]. The differential uniformity ér of a permutation F' (used
as an S-box inside a cryptosystem) measures the resistance of the block cipher against the differential
cryptanalysis. The differential uniformity is defined by

O = a,berﬁ?,(a;&o DDTFr(a,b),

where DDT p(a, b) is the entry at (a,b) € (Fan)® of the difference distribution table
DDTg(a,b) = #{x € Fan, F(z +a) + F(x) = b}.

When F is used as an S-box inside a cryptosystem, the smaller the value dp is, the better F' to the
resistance against differential attack.

Another important cryptanalytical technique on block ciphers is the boomerang attack, introduced
by Wagner [12] in 1999, which is a variant of differential cryptanalysis. It can be adapted to vectorial
Boolean functions that are permutations of Fa» and can be measured through the boomerang uniformity
Br [3] defined by

Br = a,begifib;eoBCTF(a’b)’
where BCT g (a, b) is the entry at (a,b) € (Fan)® of the Boomerang Connectivity Table (BCT) [7] of F,
BCTr(a,b) = #{x € Fon, F}(F(z) +b) + F"Y(F(z 4+ a) + b) = a}.

A block cipher that is secure against a boomerang attack must have a low boomerang uniformity (ideally
2 but 4 is acceptable as well).

Some variants of the DDT and the BCT for ciphers following a Feistel construction were presented
very recently by Boukerrou et al. [2]. For a vectorial Boolean function F', the variant of the BCT is called
the Feistel Boomerang Connectivity Table (FBCT). Its entry at a fixed (a,b) € (Fgn)? is defined by

FBCTr(a,b) = #{x € Fon, F(z)+ F(x +a)+ F(z +b) + F(z +a+b) =0}.



The Feistel boomerang uniformity of F' is defined by

F
F) = FBCT b).
B (F) a,be]ann,};ll)}E(aer);éO r(a,b)

For a vectorial Boolean function F', the variant of the DDT is the Feistel Boomerang Difference Table
(FBDT). It is defined for (a,c,b) € (F3) by

FBDTr(a,c,b) = #{x € Fon, F(z)+ F(z+a)+ F(z 4+ b) + F(xt +a+b) =0,
F(z)+ F(z+a) =c}.

In connection with the FBDT, we introduce the notion of Feistel boomerang difference uniformity v of
a function F' as
= (a,c b)eIF " (a €)%(0,0) FBDTr(a, ¢, ).

One of the most studied power functions is the inverse function S : Fon — Fon defined by S(z) =
22”2, Tt is used in the block cipher AES [8] and has been intensively studied. Tt is known that the inverse
function is differentially 4-uniform when n is even, and differentially 2-uniform, that is Almost Perfect
Nonlinear (APN) when n is odd [II]. Also, the BCT of the inverse function was studied by Boura and
Canteaut [3]. When n is even, they showed that the possible values of the boomerang uniformity of the
inverse function S are BCTg =4 if n =2 (mod 4), and BCTg =6 if n =0 (mod 4). Similarly, in [2],
the FBCT of the inverse function was studied, and its Feistel boomerang uniformity was established as
BY(F) = 4 when n is even.

Another important power function is the Gold function G : Fan — Fan defined by G(z) = 22"+ I
is a permutation if 4 is odd, where gcd(k,n) = d, and has also been intensively investigated. The Gold
function is known to be differentially 4-uniform for n and k satisfying ged(n, k) = 2 and n = 2m where
m is odd. In [3], Boura and Canteaut showed that the Gold function have a boomerang uniformity equal
to 4 when n =2 (mod 4) and ged(n, k) = 2.

The Bracken-Leander function is defined over Fon by Fi(z) = 22”+2"+1 where n = 4k. When k is odd,
and ged (24k — 1,22k 2k 4 1) = 1, the function F' is a permutation. In 2010, Bracken and Leander [4]
showed that F' has differential uniformity 6 = 4, and non-linear uniformity NLy = 2"~! — 23, In [5],
Calderini and Villa studied its boomerang uniformity and showed that it is upper bounded by 24. They
performed extensive experiments for 3 < k < 15 where k is odd, and found that the upper bound of
Br = 24 can be attained for certain values of k with 7 < k < 15.

In this paper, we shall focus on the inverse, the Gold, and the Bracken-Leander functions over Fan.
More specifically, we accomplish the following assignment.

e For the inverse and the Gold functions, we give all explicit values of all entries in the DDT, the
FBCT, and the FBDT. Also, for each entry, we give the number of couples (a,b) € (Fan)® having
such entry. We also show that the Feistel boomerang difference uniformity for the Gold function is
vg = 4. For the inverse function, we show that yg = 4 if n is even, and vz = 0 if n is odd.

e For the inverse, the Gold, and the Bracken-Leander functions, we give all values of all entries in
the FBCT. Moreover, we give the number of elements (a,b) € (Fan)® with a possible value in the
FBCT. Also, we consider the Feistel boomerang uniformity 8% (F) and show that, for the inverse
function, B (F) = 4 if n is even and 8% (F) = 0 if n is odd. We also show that B (F) = 0 for the
Gold function and B¥(F) = 2* for the Bracken-Leander function with n = 4k.

Our study of the exact entries and the cardinalities in each table is aimed to facilitate the analysis of
differential and boomerang cryptanalysis of S-boxes when studying distinguishers and trails.

2 The DDT of the inverse function

The entries of the DDT of the inverse function form the set {0, 2,2"} if n is odd, and the set {0,4,2"} if n
is even. Depending on the structure of each fixed (a,b) € (Fan)?, we give the explicit value of DDTg(a, ).
Moreover, we give the number of couples (a,b) having a prescribed value in the DDT. For all n, we have
# {(a,b) € 3, : DDTs(a,b) = 2”} = 1. For an even integer n, we have

#{(a,b)Ean:DDTS( :4}:2”71
# {(a,b) € F3, : DDTg(a,b) =2} = (2"7" = 2) (2" - 1),
# {(a,b) € F3, : DDTg(a,b) =0} = (2" ' +2) (2" - 1),



and, for an odd integer n, we have
# {(a,b) € F3. : DDTg(a,b) =2} =2""1 (2" - 1),
#{(a,b) € F3, : DDTs(a,b) =0} = (2" ' +1) (2" —1).

3 The DDT of the Gold Function

For the Gold function defined over Fon by G(z) = 22" 1 we prove the following result when d = ged(k, n),

and m = o,
2" ifa=0and b=0,

DDT¢(a, b) = 24 if a #0, and Tr}y ( 2k+1) =m (mod 2),

0 ifa:OandbyéO,ora;éOand’Hg(2k+1>7ém (mod 2).

For each 6 € {0,2¢,2"}, we give the number of couples (a,b) € (F3n)? such that DDT¢(a,b) = 6,
# {(a,b) € F3. : DDT(a,b) = 2"} =1,
# {(a,b) € F3, : DDT¢(a, b) 2d} 2n=d(n — 1),
# {(a,b) € F3, : DDTg(a,b) =0} = (2" — 1) (2" —2""% +1).

4 The BCT of the Inverse Function

The values of the BCT of the inverse function S form the set {0,2,4,6,2"} if n = 0 (mod 4), the set
{0,2,4,2"} if n = 2 (mod 4), and the set {0,2,2"} if n is odd. We give the explicit value of all entries
of the BCT, as well as the number of couples (u,v) having the same BCT. Specifically, we show that
# {(u, v) € F%, : BCTg(u,v) = 2”} =27+l _ 1 and when n is odd, we have

# {(u,v) € F3. : BCTg(u,v) =2} =2""1 (2" — 1),

# {(u,v) € F3. : BCTg(u,v) =0} = (2" ' —=1) (2" —1).

Similarly, when n is even, we have.

2"t 2 if n = 4m,
# {(u,v) € F3. : BCTs(u,v) = 6} {

0 if n=4m+ 2,
2" — if n =4m,
,v) € F2, : BCT )=4) =
#{(’LL’U) 2 SU’U } { (2n_ if n=4m +2,
# {(u,v) € F3, : BCT =2} = @' N —4) iin=dm
u,v) € Ifn uv =
’ g (2 2) —1) ifn=4m+2.
A 1) if n = 4m,

2
#{(u,v)elﬁ‘gn BCTg (u,v) —0} {(271_1) (2n 1_2) if n =4m+ 2.

5 The BCT of the Gold Function

Recall that the Gold function is defined over on Fon by G(z) = 22"+, When G is a permutation of Fan,
that is when m = % is odd where d = gcd(k,n), we give all entries of the BCT of G at (a,b) € (Ian)z,
2" ifa=0o0rb=0,

d n
BCTG (0, b) = 2 1fa,7é0andTrd( 2k+1>7§0
b
0 1fa750andTrg(2k+1>:0,

where Trj(z) = d o ' 22" For each admissible value B € {0,2¢,2"} of the BCT of the Gold function,
we give the explimt number of couples (a,b) € (Fzn)* such that BCT¢(a,b) = 8,

#{(a,b) € F2, : BCT(a,b) = 2"} = 27+ — 1,
4#{(a,b) € P2, - BCTg(a,b) = 20} = 27— (20 — 1) (2" — 1),
# {(a7b) S an : BCTg(aJ)) = 0} _ (2n . 1) (2n—d B 1) .



6 The FBCT of the Inverse Function

We present a detailed study of the FBCT of the inverse function over the finite field Fan. Our results are
obtained by direct calculation, while the results in [2] are obtained by considering the DDT. We show
that the set of the FBCT values is {0,4,2"} when n is even, and {0,2"} when n is odd. When n is even,

we have
# {(a,b) € F3, : FBCTF(a,b) =2"} =3 x 2" — 2,

# {(a,b) € F3,. : FBCTp(a,b :4}:2 2”—1)
# {(a,b) € F3. : FBCTp(a,b) =0} = )27 —1).
Similarly, when n is odd, we have
# {(a,b) € F3. : FBCTp(a b):2”}:3><2”72
# {(a,b) € F3, : FBCTF(a,b) =0} = 2" —1).
Consequently, the Feistel boomerang uniformity of the inverse function is 37 (F) = 4 if n is even, and

BE(F) =0 if n is odd.

7 The FBCT of the Gold Function

For the Gold function defined over Fon by G(z) = 22"+1, we show that its FBCT is very simple, explicitly,

2" ifb=0ora€b-Faa,

FBCTG(a’b):{o ifadhb- Fa
Ty,

We also give the explicit cardinalities of the sets of FBCT with the same entry,
# {(a,b) € F3. : FBCTp(a b) =2") = 2”+d +2m — 24
# {(a,b) € F3. : FBCTp(a,b) =0} = 1) (2" —2%).

The former result shows that the Feistel boomerang uniformity of the Gold function is B (F) = 0.

8 The FBCT of the Bracken-Leander Function

Recall that the Bracken-Leander function over Fan for n = 4k is defined by F(z) = 22241 We show
how to compute all explicit values of its FBCT,

2” if ab(a + b) = 0’
k . a
FBC':[‘F(CI,7 b) = 22 lf g S FQEk \ng,

0 if % € Fyr\{0,1}, or if % € Fan\Four.

Moreover, we give the number of couples (a,b) € Fan having a prescribed entry in the FBCT,

# {(a,b) € F3, : FBCTf(a,b) =2"} =3 x 2" — 2,
# {(a,b) € F3. : FBCTF(a,b) = 2%} = 2’“ (2’€ —1)(2"-1),
# {(a,b) € F3, : FBCTp(a,b) = 0} = 1) (2" —22F 428 —2).

The former result shows that the Feistel boomerang uniformity is 3 (F) = 2*.

9 The FBDT of the Inverse Function

For the inverse function, we show that the set of the possible values of the entries of the FBDT is
{0,2,4,2"}. Also, we have # {(a, c,b) € F3,. : FBDTs(a,c,b) = 2”} = 2", and when n is even, we have
#{(a,c,b) € F3, : FBDTg(a,c,b) =4} =4 (2" — 1),
#{(a,c,b) € F3, : FBDTg(a,c,b) =2} =2(2" ' —2) (2" — 1),
#{(a,c,b) € F3, : FBDTg(a,c,b) =0} = 2°" (2" —1).



Similarly, when n is odd, we have
#{(a,c,b) € F3. : FBDTg(a, c,b) = 2} = 22" (2" — 1),
#{(a,c,b) € F3. : FBDTg(a,c,b) =0} = 2" (2" —1).

We notice that the Feistel boomerang difference uniformity is v = 4 if n is even and ys = 2 if n is odd.

10 The FBDT of Gold Function

For the Gold function defined by G(z) = 22"+ with d = ged(n, k), we show that the FBDT satisfies
2" ifa=0,c=0,

24 ifa;«éO,bEa-JFQd,’Hg( =m (mod 2),

¢
)
0 ifa=0,c£0, ora#0,0£0,a&b-Fya,
n C
or Trj (W) #m (mod 2).

Moreover, for § € {0, 24, 2"}, we show that the number of elements (a, ¢, b) € (FS)?’ such that FBDT g (a, ¢, b) =
¢ is as follows

FBDTr(a,c,b) =

#{(a,c,b) € F3., FBDTp(a,c,b) = 2"} = 2",
#{(a,c,b) € F3., FBDTf(a,c,b) =29} =27 (2" — 1),
#{(a,c,b) € F3., FBDTp(a,c,b) = 0} =2%" (2" — 1).

The former result shows that the Feistel boomerang difference uniformity for the Gold function is yg = 2.
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