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What is a (vectorial) Boolean
function?

An (n, m)-function maps sequences of 7 bits to
sequences of m bits

£(0000) = 00

0000 | 00 | 1000 | 10
f(1011) =10 oy fo01 | 1

f(1111)=00 0010 01 1010 11
0011 0[0 1011 10
0100 10 1100 0[0
0101 11 1101 0
0110 11 1110 01
0111 10 1111 0[0

(4,2)-function




What is it good for?

Propositional logic and artificial intelligence
Electrical and computer engineering (circuits)
Game theory

Combinatorics

Integer programming

- Cryptography
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Mathematical representation

Taken =8

There are 256 values that can be expressed with 8 bits

There are 256 elements in the finite field [-s

 These are even typically written as binary vectors, e.g.
(051 !O!O!1 !1 5051)

Functions I : s — [s have a polynomial representation

The Gold function F(x) = x> has optimal differential uniformity
over any finite field [,



Research problems

e APN Permutations on an even number of bits:

* Not for four bits

« Browning, K. A., Dillon, J. F., McQuistan, M. T., & Wolfe, A. J. (2010). An APN permutation in dimension
six. Finite Fields: theory and applications, 518, 33-42.

 Eight, ten, twelve ... ???

e Infinite families of APN functions

* APN functions have been known for around 30 years
. There are ca. 16 infinite families of APN functions, e.g. F(x) = x° + a_lTrn(a 3x?) over >,
* There are over 400 APN functions on 7 bits and over 8000 APN functions on 8 bits

* Properties of APN functions and APN functions with
special properties

* Only one known example of an APN function which is not of degree 2

 No known APN function on n bits of degree n for any n



Progress at UiB

e Construction of new Infinite families of APN functions

* L. Budaghyan, M. Calderini, C. Carlet, R. S. Coulter,
l. Villa: Constructing APN functions through isotopic
shifts

L. Budaghyan, T. Helleseth, N. S. Kaleyski: A new
family of APN quadrinomials

e Both submitted to IEEE Transactions on Information
Theory



Progress at UiB

* Properties of APN functions

* |. Villa: On APN functions L1(x3)+L2(x9) with linear L1 and L2, Cryptography and
Communications. 10.1007/s12095-018-0283-8

* N. S. Kaleyski: Changing APN Functions at Two Points, Cryptography and Communications.
10.1007/s12095-019-00366-6

* L. Budaghyan, M. Calderini, I. Villa: On relations between CCZ- and EA-equivalences,
Cryptography and Communications. 10.1007/s12095-019-00367-5

* L. Budaghyan, C. Carlet, D. Davidova, T. Helleseth, F. Ihringer, T. Penttila: Relation between
o-equivalence and EA-equivalence for Niho bent functions, Submitted to
Finite Fields and Their Applications

* M. Calderini, I. Villa: On the Boomerang Uniformity of some Permutation Polynomials,
Submitted to Cryptography and Communications

* L. Budaghyan, C. Carlet, T. Helleseth, N. S. Kaleyski: On the distance between APN
functions, Submitted to IEEE Transactions on Information Theory




Progress at UiB

e Partially APN functions

L. Budaghyan, N. S. Kaleyski, S. Kwon, C. Riera, P.
Stanica: Partially APN Boolean functions and classes
of functions that are not APN infinitely often,
Cryptography and Communications. 10.1007/
s12095-019-00372-8

L. Budaghyan, N.S. Kaleyski, C. S. Riera, P. Stanica:
Partially APN functions with APN-like polynomial
representations, Submitted to Designs, Codes and

Cryptography







