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A sketch is better!
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WPB functions

Weightwise Perfectly Balanced Function (WPB)[CMR17]

Let n ∈ N+ and f be a n-variables Boolean functions. We
require for every k ∈ [1, n− 1] f being balanced on the slice k,
i.e. for k = 1, . . . , n− 1

|supp(f|Ek,n )| = |Ek,n|/2

and f(0) = 0 and f(1) = 1.

• Why? FLIP stream cipher [MJSC16] filter function has
Hamming weight invariant input.

• WPB functions exist only if n = 2m. Other cases, we
consider WAPB function.
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Cryptographic criteria

Study the properties of Boolean functions applied only on a subset,
e.g. Ek,n.

Global cryptographic criteria:

• balancedness,

• nonlinearity (NL),

• degree (deg),

• algebraic immunity (AI).

Restricted cryptographic criteria:

• restricted balancedness,

• restricted nonlinearity (e.g., NLk),

• restricted degree,

• restricted algebraic immunity
(e.g., AIk).

Many constructions and related works since [CMR17]: e.g.,
[LM19, TL19, LS20, MS21, ZS21, MSL21, GS22, ZS22, MPJ+22, GM22a,
GM22b, MKCL22, MSLZ22, GM23a, ZJZQ23, ZLC+23, GM23b, YCL+23]
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Boolean functions in n variables Bn

WPBm
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Strategy: successive refinement
1. Define a suitable partition

2. Search for a desirable class �
3. Search for a function � inside the class
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We want:
• every function in the same class � to satisfy some given

properties P1, . . . , Pr. For example:
- Pi = “being WPB”,
- Pi = “having the same NL”,
- Pi = “having the same NL3 ”.

• the partition to be computationally convenient. For
example:

- compact representation,
- efficient computations inside classes,
- application friendly,
- . . .
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Symmetric function

A Boolean function is called symmetric if every output is
invariant under permutation of its input bits.

Proposition
A function is symmetric ⇔ it’s constant on each slice Ek,n for
k ∈ [0, n].
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Let n = 2m for m ∈ N+ and consider the subset of symmetric
functions

S0 = {σ ∈ SYMn : σ(0) = σ(1) = 0}

S0-equivalence relation
Let f, g be Boolean functions in n variables.

- f, g are called S0-equivalent ⇔ ∃σ ∈ S0 such that f = g+ σ.
- S0(f) is the S0-class of f , i.e. the set of functions
S0-equivalent to f .
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• Being S0-equivalent is an equivalence relation.

• {S0(f) : f ∈ Bn} is partition such that
P1 : If f ∈ WPBm, S0(f) ⊆ WPBm.
P2 : If f ∈ WAPBn, S0(f) ⊆ WAPBn.

P3 : For every k ∈ [0, n] it holds AIk(f) = AIk(g) for every f, g
S0-equivalent.

P4 : For every k ∈ [0, n] it holds NLk(f) = NLk(g) for every f, g
S0-equivalent.
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In 4 variables

WPB2
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In 4 variables

WPB2

NL2,NL, deg #S0-classes
1, {4} , {3} 30 �

1, {2, 4} , {3} 12 �

1, {4} , {2, 3} 12 �

0, {2, 4} , {2, 3} 12 �

0, {2, 4} , {3} 24 �
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Behaviour inside S0-classes

What is the best guaranteed value achievable by modifying a
WPB function, while staying within its S0-class?

mAIS0(m) = min
f∈WPBm

max
g∈S0(f)

AI(g),

mNLS0(m) = min
f∈WPBm

max
g∈S0(f)

NL(g),

mdegS0(m) = min
f∈WPBm

max
g∈S0(f)

deg(g).

Mem: n = 2m variables.
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Behaviour inside S0-classes

We can prove:

Algebraic immunity
Let t ∈ N, t ≥ 2, if m > log(2t+ 1) + t+ 1 + (t mod 2) then

mAIS0(m) ≥ t+ 1.

Nonlinearity

mNLS0(m) ≥ 2n−2 − 2
n
2 −2.

Degree

mdegS0(m) = n− 1
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Degree

• We can exactly describe the behaviour of the degree inside
S0(f) by looking at the ANF of f .
• We construct for any value between n/2 and n− 1

(included) a WPB functions reaching this degree.
• We show that more than half of WPB functions have

degree n− 1.
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More than just a summary

- We described the successive refinement strategy to find functions
with good properties.

- We introduced the notion of S0-equivalent classes.

- Explain how to use it to find better WPB functions.

- We gave lower bounds for nonlinearity and algebraic immunity
inside S0-classes.
(The proofs of these bounds hold for functions that are not WPB)

- We observed that the distribution of degree inside a class of a
WPB can be fully described.

- We presented experimental results: a taxonomy of 4-variable
classes; for 8 variables we analysed S0-classes of some functions
from known families, such as
[CMR17, LM19, TL19, GM23a, GM23b].
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More than just a summary: open questions

- In the full version of this work outline a possible extension to
other equivalence relations defined up to the addition of
functions from a family T . For cryptographic application a
family T easy to compute!

- Improve our bounds on mAIS0(m) and mNLS0(m). For instance,
mAIS0(m) = 2m−1?

- Improve computational aspects: e.g.

- speed up the search inside equivalence classes;
- improve algorithms for cryptographic criteria.
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Thank you for your attention!
Full paper: https://ia.cr/2023/1101

https://github.com/agnesegini/WAPB_pub
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