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Boolean functions

» Mappings f: [y — F, are called Boolean functions

v

Let B,, be the set of all Boolean functions in n variables

The Walsh-Hadamard transform of f € B,, at a € F4 is defined by

Xp(a)= Y (~1)f@tes

z€Fy

v

» The first-order derivative of f € B,, at a € F§ is defined by is
Dof(x) = f(z +a) + f(z)
» The second-order derivative of a function f € B, w.r.t a,b € F3 is

Dopf(x)=flx+a+b)+ flx+a)+ f(x+b)+ f(x)
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Boolean bent functions

» For n = 2m, a function f € B, is called bent if
xt(a) = +2%  forall acF}
» For a bent function f € B,,, a Boolean function f* € B,, defined by
Ri(a) =22 (-1)7"@ forall acTFy

is a bent function, called the dual of f
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Boolean bent functions

» For n = 2m, a function f € B, is called bent if
xt(a) = +22 forall aclF}
» For a bent function f € B,,, a Boolean function f* € B,, defined by
Xs(a) = 2%(_1)]”*((1) forall acF}
is a bent function, called the dual of f

Example (Maiorana-McFarland bent functions)

> Let F§ = Fom X Fam, m be a permutation of Fom, and h € B,,
» For z,y € Fom, the function f(z,y) = Tr(zn(y)) + h(y) is bent
> lts dual is f*(x,y) = Tr(yr—(z)) + h(z~1(x))
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Decompositions of Boolean functions

> Let f € B,12 and (a,b) C F4"2 be a two-dimensional subspace

> Consider the restrictions of f € B,,+2 w.r.t. affine subspaces

Flo+rgs flawry, flovry, flatoiry
—_—— —— N——
fleBn f2€Bn f3€8n f4€8n

» We call (f1, fo, f3, f1) a decomposition of f € B2 w.r.t. {(a,b)
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Decompositions of Boolean functions

» Let f € By42 and (a,b) C IFQ”r2 be a two-dimensional subspace

» Consider the restrictions of f € B, 12 w.r.t. affine subspaces

flosrn, flatwr, flowrr, flavosrn
2 2 2 2
—— —\— —\—

fi€Bn  fo€Bn  f3€Bn f1€By,

» We call (f1, fo, f3, f1) a decomposition of f € B2 w.r.t. {(a,b)

Theorem (Canteaut and Charpin 2003)
Let f € B,4+2 be bent and (fi, fa, f3, f1) be its decomposition w.r.t.
(a,b) C F5T2. Then the following hold:

1. All f; are bent (bent 4-decomposition) iff Dy pf* = 1.

2. All f; are semi-bent.

3. All f; are 5-valued, i.e., ¥y, (a) € {0, £2%/2 £2("+2)/2} yq € F3.
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Concatenation of Boolean functions

> Ifa=(0,...,0,1),b=(0,...,1,0) € F2™2 then the function
f € Byt can be reconstructed from f; as follows

(22001, 2na2) =f1(2) + znr1zna2(f1 + fo + f3 + fa)(2)

t+zn1(f1 + f3)(2) + 2n2(f1 + f2)(2) M

» The function f € B, 42 defined as in (1) is called a concatenation of
1, f2, f3, fa € By, and denoted by f = fi|[f2][f3]|fa
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Concatenation of Boolean functions

> Ifa=(0,...,0,1),b=(0,...,1,0) € F2™2 then the function
f € B,,12 can be reconstructed from f; as follows

(22001, 2na2) =f1(2) + znr1zna2(f1 + fo + f3 + fa)(2)

t+zn1(f1 + f3)(2) + 2n2(f1 + f2)(2) M

» The function f € B, 42 defined as in (1) is called a concatenation of
1, f2, f3, fa € By, and denoted by f = fi|[f2][f3]|fa

Question: Let fi1, fo, f3, fs € B, be bent. Under which condition is
f = fillf2llf3llf4 € Bpy2 bent again?
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The dual bent condition

Theorem (Hodzi¢, Pasalic and W. Zhang 2019)

Let f1, fa, f3, fa € By, be bent. The function f = fi||fa||f3||fa € Bn+2 is
bent iff the dual bent condition

A+fh+fE+fAi=1

is satisfied.

» This result was also shown by Preneel, Van Leekwijck, Van Linden,
Govaerts and Vandewalle 1991

» A recent application3: Generic construction methods of bent
functions concatenating Maiorana-McFarland bent functions

3Enes Pasalic, Alexandr Polujan, Sadmir Kudin and Fengrong Zhang. Design and
analysis of bent functions using M-subspaces. 2023. arXiv: 2304.13432 [cs.IT].
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The main goal

» To provide new explicit constructions of bent functions using the
concatenation of four bent functions (the dual bent condition)
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The main goal

» To provide new explicit constructions of bent functions using the
concatenation of four bent functions (the dual bent condition)

1. New: What you get f = fi||f2||f3||f4 € Bn+2 is not what you start
with f1, fa, f3, fa € B, (up to EA-equivalence).

2. Explicit infinite families
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The main goal

» To provide new explicit constructions of bent functions using the
concatenation of four bent functions (the dual bent condition)

1. New: What you get f = fi||f2||f3||f4 € Bn+2 is not what you start
with f1, fa, f3, fa € By, (up to EA-equivalence). We start with

MM# = { All bent functions EA-equivalent to Tr(zm(y)) + h(y) }

2. Explicit infinite families

Main research question: How to specify bent functions f; € MM
st. f = fillfall f3]| f2 € Bai2 is bent and outside MM#?
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The main result

Theorem (Polujan, Pasalic, Kudin and F. Zhang 2023)

Let m € N withm >3 and d> =1 mod 2™ — 1. Fori = 1,2,3, define
permutations m; of Fom by m;(y) = c;y?, where a; € F5 are pairwise
distinct elements s.t. afH =1 and aff“ =1 with oy = a1 + a9 + as.

Define bent functions fi(x,y) = Tr (xm;i(y))+hi(y) for z,y € Fam, where

1. hi(y) = Tr<oc(;+1yk> fori =1,2,3 and hy(y) = T,r.(oq k)+1

2. mi(y) = ayy? satisfy Do pm; # 0 for all lin. indep. a,b € Fom.
Ifwt(d) > 1, then f = f1||f2||f3]|f12 € Bam+2 is bent and outside MM .

» For m odd, the APN permutations 7;(y) = c;y~! always work
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The key steps of the proof

Consider Maiorana-McFarland bent functions
filz,y) = Tr(zmi(y)) + hi(y)
arising from permutations m; of Fom with the (A,,) property
1. Specify the dual bent condition for such bent functions

2. Find explicit constructions of permutations m; of Fom with the (A,,)
property and suitable h; € B,, s.t. f = fi||f2||f3]]f4 is bent

3. Provide conditions for f; € MM¥ st. f = fi||f2]|f3]|f1 is bent
and outside MM#
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Step I: Permutations with the (A,,) property

Definition (Mesnager 2014)

Let 71, 7o, w3 be three permutations of Fom. We say that 7y, s, w3
have the (A,,) property if mq4 = w1 + m2 + 73 is a permutation

and 7t =yt 4yt + gt
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Step I: Permutations with the (A,,) property

Definition (Mesnager 2014)

Let 71, 7o, w3 be three permutations of Fom. We say that 7y, s, w3
have the (A,,) property if mq4 = w1 + m2 + 73 is a permutation

and 7t =yt 4yt + gt

Theorem (Cepak, Pasalic and Muratovi¢-Ribi¢ 2019)

Let fi(z,y) = Tr(zmi(y)) + hi(y) fori € {1,2,3} and z,y € Fom, where
the permutations m; have the (A,,) property and f1 = fi1 + fa + f3. If

> hi(m N () + (ha + ho + ha)((m1 + 72 + m3) " H(y)) =1,
=1

then f = fillf2l|f3||f4 € Bn+2 is bent.
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Step |: Generalizing the previous result

Theorem (Polujan, Pasalic, Kudin and F. Zhang 2023)

Letn =2m and f;i(z,y) = Tr (xm;(y))+hi(y) fori € {1,2,3} and z,y €
Fom, where the permutations m; have the (Ay,) property, and let s € B,,.
Define hy € By, as ha(y) = hi(y) + ha(y) + ha(y) + s(y) and a bent
function fy € By, as fa(x,y) = fi(z,y) + fa(z,y) + f3(z,y) + s(y). If

Z hi(m; (y)) + (b + ha + ha + 8)((m1 + 72 +73) " L(y)) =1,
ha

then f1|| f2|l f3||f4 € Bny2 is bent.
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Step |: Generalizing the previous result

Theorem (Polujan, Pasalic, Kudin and F. Zhang 2023)

Letn =2m and fi(z,y) = Tr (xmi(y))+hi(y) fori € {1,2,3} and z,y €
Fom, where the permutations m; have the (Ay,) property, and let s € B,,.
Define hy € By, as ha(y) = hi(y) + ha(y) + ha(y) + s(y) and a bent
function fy € By, as fa(x,y) = fi(z,y) + fa(z,y) + f3(z,y) + s(y). If

Z hi(m; (y)) + (b + ha + ha + 8)((m1 + 72 +73) " L(y)) =1,
ha

then f1|| f2|l f3||f4 € Bny2 is bent.

» The case s = 0 corresponds to the result of Cepak, Pasalic and
Muratovi¢-Ribi¢ 2019

» Advantage: More freedom to choose the function fy
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Step Il: Permutations with the (A,,) property explicitly

Theorem (Mesnager, Cohen and Madore 2015)

Let m € N withm > 3 and d> =1 mod 2™ — 1. Fori = 1,2,3, define
permutations m; of Fom by m;(y) = o;y?, where a; € F5 are pairwise
distinct elements s.t. o' =1 and aff“ =1 with oy = a1 + as + as.

i
Then, the permutations m; of Fom have the (A,;,) property and furthermore
1, T, W3 and w4y = W + o + w3 are involutions.

Alexandr Polujan (Magdeburg) On bent functions satisfying the dual bent condition BFA 2023 11 / 15



Step Il: Permutations with the (A,,) property explicitly

Theorem (Mesnager, Cohen and Madore 2015)

Let m € N withm > 3 and d> =1 mod 2™ — 1. Fori = 1,2,3, define
permutations m; of Fom by m;(y) = o;y?, where a; € F5 are pairwise
distinct elements s.t. ozf“ =1 and aff“ =1 with oy = a1 + as + as.
Then, the permutations m; of Fom have the (A,;,) property and furthermore

1, T, W3 and w4y = W + o + w3 are involutions.

» How to specify h;, s.t. for fi(z,y) = Tr(zm(y)) + hi(y) the dual
bent condition Y7 hi(m; H(y)) = 1 is satisfied?
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Step Il: Permutations with the (A,,) property explicitly

Theorem (Mesnager, Cohen and Madore 2015)

Let m € Nwithm >3 and d®> =1 mod 2™ — 1. Fori =1,2,3, define
permutations m; of Fom by m;(y) = o;y?, where a; € F5 are pairwise
distinct elements s.t. adH =1 and ad+1 =1 with oy = a1 + as + as.
Then, the permutations m; of Fom have the (A,;,) property and furthermore
1, T, W3 and w4y = W + o + w3 are involutions.

» How to specify h;, s.t. for fi(z,y) = Tr(zm(y)) + hi(y) the dual
bent condition Y7 hi(m; H(y)) = 1 is satisfied?

Proposition (Polujan, Pasalic, Kudin and F. Zhang 2023)

Additionally, define Boolean functions h; € B,, as follows
hi(y) = Tr (ﬁk—lyk> fori=1,2,3 and hy(y) =Tr (g—}lyk) + 1.

Then f = fillf2||f3l|f4 € Bama2 is bent.

Alexandr Polujan (Magdeburg) On bent functions satisfying the dual bent condition BFA 2023 11 / 15



Step Ill: M-subspaces of bent functions from MM

Theorem (Dillon 1974)

A Boolean bent function f € Ba,, belongs to MM iff there exists an
m-dimensional linear subspace U of Fy s.t. D,Dyf =0 for any a,b € U.
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Alexandr Polujan (Magdeburg) On bent functions satisfying the dual bent condition BFA 2023 12 / 15



Step I1l: M-subspaces of bent functions from MM

Theorem (Dillon 1974)

A Boolean bent function f € Ba,, belongs to MM iff there exists an
m-dimensional linear subspace U of Fy s.t. D,Dyf =0 for any a,b € U.

Definition (Polujan and Pott 2020)

For f € B),, we call a linear subspace U of F§ s.t. D,Dyf = 0 for
any a,b € U an M-subspace of f

» Let f(x,y) =Tr(zm(y)) + h(y) be bent on Fam x Fom

Alexandr Polujan (Magdeburg) On bent functions satisfying the dual bent condition BFA 2023 12 / 15



Step I1l: M-subspaces of bent functions from MM

Theorem (Dillon 1974)

A Boolean bent function f € Ba,, belongs to MM iff there exists an
m-dimensional linear subspace U of Fy s.t. D,Dyf =0 for any a,b € U.

Definition (Polujan and Pott 2020)

For f € B),, we call a linear subspace U of F§ s.t. D,Dyf = 0 for
any a,b € U an M-subspace of f

» Let f(x,y) = Tr(zn(y)) + h(y) be bent on Fam x Fom

» The max. number of M-subspaces of dim. m is [[{"; (2" + 1),
and it is achieved iff f is quadratic (Kolomeec 2017)

» The min. number of M-subspaces of dim. m is 1,
since U = Fam x {0} always works (Dillon 1974)
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Step I1l: M-subspaces of bent functions from MM

Theorem (Dillon 1974)
A Boolean bent function f € Ba,, belongs to MM iff there exists an
m-dimensional linear subspace U of Fy s.t. D,Dyf =0 for any a,b € U.

Definition (Polujan and Pott 2020)

For f € B),, we call a linear subspace U of F§ s.t. D,Dyf = 0 for
any a,b € U an M-subspace of f

» Let f(x,y) = Tr(zn(y)) + h(y) be bent on Fam x Fom

» The max. number of M-subspaces of dim. m is [[{"; (2" + 1),
and it is achieved iff f is quadratic (Kolomeec 2017)

» The min. number of M-subspaces of dim. m is 1,
since U = Fam x {0} always works (Dillon 1974)

» How to achieve the min. number and why it is important?
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Step Ill: M-subspaces of f = fi||fa||f3]|f4

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let w be a permutation of Fom. If D, Dym # 0 for all linearly independent
a,b € Fom, then for any h € B,,, the Maiorana-McFarland bent function

f(z,y) =Tr(zn(y)) + h(y) has the unique M-subspace.
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Step Ill: M-subspaces of f = fi||fa||f3]|f4

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let w be a permutation of Fom. If D, Dym # 0 for all linearly independent
a,b € Fom, then for any h € B,,, the Maiorana-McFarland bent function

f(z,y) = Tr(zm(y)) + h(y) has the unique M-subspace.

> E.g., one can take an APN permutation 7
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Step Ill: M-subspaces of f = fi||fa||f3]|f4

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let w be a permutation of Fom. If D, Dym # 0 for all linearly independent
a,b € Fom, then for any h € B,,, the Maiorana-McFarland bent function
f(z,y) = Tr(zm(y)) + h(y) has the unique M-subspace.

> E.g., one can take an APN permutation 7

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let f1,..., fa € B, be Maiorana-McFarland bent functions, each having
the unique M-subspaces U = Fom x {0} of dim. n/2. Then, the shape
of an M-subspace of f = fi||f2||f3||fas € Bny2 of dim. n/2 + 1 is
determined.
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Step Ill: M-subspaces of f = fi||fa||f3]|f4

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let w be a permutation of Fom. If D, Dym # 0 for all linearly independent
a,b € Fom, then for any h € B,,, the Maiorana-McFarland bent function
f(z,y) = Tr(zm(y)) + h(y) has the unique M-subspace.

> E.g., one can take an APN permutation 7

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let f1,..., fa € B, be Maiorana-McFarland bent functions, each having
the unique M-subspaces U = Fom x {0} of dim. n/2. Then, the shape
of an M-subspace of f = fi||f2||f3||fas € Bny2 of dim. n/2 + 1 is
determined.

> If f = fi]|f2]|f3]|f2 € Buya is in MM, there are a few witnesses
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Step Ill: M-subspaces of f = fi||fa||f3]|f4

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let w be a permutation of Fom. If D, Dym # 0 for all linearly independent
a,b € Fom, then for any h € B,,, the Maiorana-McFarland bent function
f(z,y) = Tr(zm(y)) + h(y) has the unique M-subspace.

> E.g., one can take an APN permutation 7

Proposition (Pasalic, Polujan, Kudin and F. Zhang 2023)

Let f1,..., fa € B, be Maiorana-McFarland bent functions, each having
the unique M-subspaces U = Fom x {0} of dim. n/2. Then, the shape
of an M-subspace of f = fi||f2||f3||fas € Bny2 of dim. n/2 + 1 is
determined.
> If f = fillfollf3]|f1 € Baia is in MM¥ | there are a few witnesses
> Hence, easier to check the Dillon’s criterion
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Back to the main result

Theorem (Polujan, Pasalic, Kudin and F. Zhang 2023)

Let m € N withm >3 and d> =1 mod 2™ — 1. Fori = 1,2,3, define
permutations m; of Fom by m;(y) = c;y?, where a; € F5 are pairwise
distinct elements s.t. afH =1 and aff“ =1 with oy = a1 + a9 + as.

Define bent functions fi(x,y) = Tr (xm;i(y))+hi(y) for z,y € Fam, where

1. hi(y) = Tr<oc(;+1yk> fori =1,2,3 and hy(y) = T,r.(oq k)+1

2. mi(y) = ayy? satisfy Do pm; # 0 for all lin. indep. a,b € Fom.
Ifwt(d) > 1, then f = f1||f2||f3]|f12 € Bam+2 is bent and outside MM .

» For m odd, the APN permutations 7;(y) = c;y~! always work
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Conclusion and future work

Summary

I. An explicit construction method of bent functions, including the
construction from APN permutations

[I. More results in the extended abstract:
1. A recursive construction of permutations with the (A,,) property

2. Further analysis of homogeneous cubic bent functions

Open problems

1. Find further explicit constructions of bent functions of the form
= fllfallfs]lfa € Bnyo.

2. Particularly, if fi(x,y) = Tr (zm;(y)) + hi(y), what are the other
choices of m; and h;?
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