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Abstract

It was shown by Boukerrou et al. [3] that the F-boomerang uniformity (which is the same
as the second-order zero differential uniformity in even characteristic) of perfect nonlinear
functions is 0 on Fyn (p prime) and the one of almost perfect nonlinear functions on Fan is
also 0. It is natural to inquire what happens with APN or other low differential uniform
functions in odd characteristics. As a by-product, our work implies that APN functions in
odd characteristic may not have zero second-order zero differential spectra, as one might
venture to conjecture. Here, we explicitly determine the second-order zero differential spectra
of several maps with low differential uniformity. In particular, we compute the second-order
zero differential spectra for some almost perfect nonlinear (APN) functions, and it turns out
that these functions also have low second-order zero differential uniformity.

1 Introduction

Let n be a positive integer and p be a prime number. We denote by F, the finite field with ¢ = p"
elements, by F. the multiplicative cyclic group of non-zero elements of F, and by F, [X] the ring
of polynomials in one variable X with coefficients in IF,. It may be noted that functions over finite
fields are very important objects due to their wide range of applications in coding theory and
cryptography. For example, in cryptography, these functions (mostly, for p = 2, though there are
some proposals in odd characteristic) are often used in designing what are known as substitution
boxes (S-boxes) in modern block ciphers. One of the most effective attacks on block ciphers is
differential cryptanalysis, which was first introduced by Biham and Shamir [I]. The resistance
of a function against differential attacks is measured in terms of its differential uniformity — a
notion introduced by Nyberg [II]. For a function F : F, — F,, and any a € F,, the derivative
of F' in the direction a is defined as Dp(X,a) := F(X + a) — F(X) for all X € F,. For any
a,b € [y, the Difference Distribution Table (DDT) entry Ap(a,b) at point (a,b) is the number of
solutions X € I, of the equation D (X, a) = b. Further, the differential uniformity of F', denoted
by Ap, is given by Ap := max{Ap(a,b) : a € F;,b € F,}. We call the function F' a perfect
nonlinear (PN) function, respectively, an almost perfect nonlinear (APN) function, if Ap = 1,
respectively, Ap = 2. Blondeau, Canteaut, and Charpin [2] introduced the idea of locally APN
power functions as a generalization of the APN-ness property. A power function F(X) over Fon
is said to be locally-APN if max{DDTr(1,b) : b € Fon \ Fo} = 2.

The boomerang attack on block ciphers is another important cryptanalysis technique proposed
by Wagner [13]. It can be considered as an extension of the classical differential attack. At Euro-
crypt 2018, Cid et al. [5] introduced a systematic approach known as the Boomerang Connectivity
Table (BCT), to analyze the boomerang style attack. Boura and Canteaut [4] further studied
BCT and coined the term “boomerang uniformity”, which is essentially the maximum value of
nontrivial entries of the BCT, to quantify the resistance of a function against the boomerang
attack. Boukerrou et al. [3] pointed out the need for the counterpart of the BCT by extending



the idea to Feistel ciphers. They introduced the Feistel Boomerang Connectivity Table (FBCT)
as an extension for Feistel ciphers, where the S-boxes may not be permutations.

The authors in [3] investigated the properties of the FBCT for two classes of vectorial func-
tions, namely, APN functions and functions based on inverse mapping over Fan. They showed
that all the non-trivial coefficients at FBCT are 0 for APN functions over Fo» and are 0 and 4
for the inverse function over Fon, where n is even. In fact, the coefficients of FBCT are related
to the second-order zero differential spectra of the functions. Another important property of the
FBCT is that F' is an APN function over Fon if and only if the FBCT of F' is 0 for a,b € Fon
with ab(a + b) # 0. Li et al. [10] further studied the second-order zero differential spectra of the
inverse function and some APN functions in odd characteristic. The authors of [10] also show
that these function also have low second-order zero differential uniformity. Although most of
the block ciphers operate in even characteristic, there are proposals, which work in non-binary
environments, and we mention here Schroeppel’s Hasty Pudding cipher (a candidate for the AES
competition) [12], defined on a set of arbitrary size.

We further extend their work by investigating the second-order zero differential spectra of
some more classes of functions with low differential uniformity. In addition, these functions have
low second-order zero differential uniformity. The paper is organized as follows. In Section
we recall some definitions. The second-order zero differential spectra of four power functions
over finite fields of odd characteristic have been considered in Section Further, in Section
second-order zero differential spectrum of a locally APN function has been studied. Finally, we
conclude the paper in Section

2 Preliminaries

In this section, we recall some definitions.

Definition 2.1 For p an odd prime, n a positive integer, and q = p", we let n be the quadratic
character of F, defined by

n(X) =

1 4f X is square of an element of Fy,
—1 otherwise.

Definition 2.2 [3, [10] For F : Fyn — Fyn a function and a,b € Fpn, the second-order zero
differential spectra of F' with respect to a,b is defined as

Vila,b) = #{X € Fpn : F(X +a+b) — F(X +b) — F(X +a) + F(X) = 0}. (1)

If p=2, we call Vp = max{Vr(a,b) : a # b,a,b € Fan \ {0}} the second-order zero differential
uniformity of F. If p > 2, we call Vg = max{Vp(a,b) : a,b € Fyn \ {0}} the second-order zero
differential uniformity of F.

Definition 2.3 (Feistel Boomerang Connectivity Table) [3] Let F be a function from Fon to Fon
and a,b € Fan. The Feistel Boomerang Connectivity Table (FBCT) of F is given by a 2™ x 2™
table T, in which the entry for the (a,b) position is given by:

FBCTr(a,b) =#{X € Fon : F( X +a+b)+ F(X +b)+ F(X +a) + F(X) = 0}.

Definition 2.4 (F-Boomerang Uniformity) [3,[10] The F-Boomerang uniformity corresponds to
the highest value in the FBCT without considering the first row, the first column and the diagonal:

= FBCT .
Br DB, CTr(a,b)

Notice that the coefficients of FBCT are related to the second-order zero differential spectra
of functions over Fan. Note that the F-Boomerang uniformity is in fact the second-order zero
differential uniformity of F' in even characteristic.



3 The second-order zero differential spectrum for functions over
finite fields of odd characteristic

Table[I] gives some of the known power functions with low second-order zero differential uniformity
over finite fields of odd characteristic.

Table 1: Second-order differential uniformity for functions over finite fields of odd characteristic

P d condition Ap Vr Ref
any odd p | any d any n 1 0 [10, Lemma 2.5]
p>3 3 any 2 1 | [10, Theorem 3.1]
p= 3" —3 n > 1 is odd 2 2 | [10, Theorem 3.2]
p>2 Pt —2 p" =2 (mod 3) 2 1 | [I0, Theorem 3.3]
p>3 pP"+2 | n=2m, p" =1 (mod 3) 2 1 | [10, Theorem 3.4]
p=3 3" -2 any 3 3 | [10, Theorem 3.1]
D p"—2 p" =1 (mod 3) 3 3 | [10, Theorem 3.1]
p>3 4 n>1 3 2 This paper
) 2p§*1 p" =2 (mod 3) 2 1 This paper
p>3 pk2+l ged(2n, k) =1 < gcd(ka_l,p% - 1) % This paper
p= 3n{ 119 n is odd 4 3 This paper

In this section, we first deal with the computation of second-order zero differential spectrum
of the function F(X) = X<, where d = 2”’3_1 over Fyn, for p” =2 (mod 3). Helleseth et al. [§]
showed that F' is an APN function over Fy», for p” =2 (mod 3).

Theorem 3.1 Let F(X) = X% be a function of Fyn, where d = 27’7;71, p" =2 (mod 3). Then
fora,b e Fpn,
1 ifab# 0

p" if ab = 0. @)

VF(CL, b) = {
Moreover, F' is second-order zero differential 1-uniform.

kiq
Next, we considered the power function F(X) = X B , which was shown to be an APN
power function by Helleseth et al. in [8]. We further compute its second-order zero differential
spectrum over Fyn.

Theorem 3.2 Let F(X) = X< be a power function of Fyn, where d = kaH, and ged(k, 2n) = 1.

Let p > 3. Then for a,b € Fpyn,
0 if ab # 0, and n(D) = —1
1 if ab #£ 0, and n(D) =0
P22 ifab#0,and n(D) =1
p" if ab=0
where D = % + %, w is a primitive (p — 1)-th root of unity in F;;Qn. Moreover, F' is

second-order zero differential p;?’

-uniform.

Remark 3.3 Helleseth et al. in [8] showed that F(X) = X9 over Fsn, where d = #, and
ged(k,2n) =1 is an APN power function. Hence, from the above Theorem we get that F' is
second-order zero differential 1-uniform over Fgn.



Remark 3.4 Note that, if p = 3, then F is PN function [6]. Therefore, by [10], it is second-order
zero differential 0-uniform over Fan.

Now, we considered some more functions with low differential uniformity, more precisely of
differential uniformity 3 and 4. Dobbertin et al. in [7] show that F(X) = X* is differentially
3 uniform for all p > 3 and n > 1. In the following theorem, we show that F(X) = X% is
second-order zero differential 1-uniform for all p > 3 and n > 1.

Theorem 3.5 Let F(X) = X* be a power function of Fyn, where p > 3,n > 1. Then for

a,bEIFpn, ) ) b2
a2 -
0 ifn(——)=-1
an( 3 >
1 ifa®? +b>=0
Vr(a,b) = a2 12 (4)
2 fn—— ) =1
Zf77< 3 )
p" if ab=0.

Moreover, F' is second-order zero differential 2-uniform.

Helleseth et al. in [9] showed that F'(X) = X9, where d = "1 42 is a differentially 4-uniform
function over IF,n, for odd n. We compute its second-order zero differential spectrum and show
that it is is second-order zero differential 3-uniform.

Theorem 3.6 Let F'(X) = X< be a function of Fzn, where d = % +2 and n is odd. Then for
a,b € Fsn,

1 if n(ab) = 1 = n(a® + b%) or n(ab) = —1 and n(a® + b?)
Vr(a,b) =143 if n(ab) = —1 =n(a® + b?) or n(ab) = 1 and n(a® + b?)
3" ifab=0.

1
-1 (5

Moreover, F' is second-order zero differential 3-uniform.

4 The second-order zero differential spectrum for functions over
finite fields of even characteristic

In this section, we compute the second-order zero differential spectrum of the locally APN function
F(X) = X?"~! over Fo2m, the DDT entries for which have already been computed by Blondeau
et al. in [2].

Theorem 4.1 Let F(X) = X?"~! € Fon[X], where n = 2m. Then for any a,b € Fan,
(1) When m is odd,

2" ifa=0,orb=0, ora=0>
4 ifa#0,b#0,a#bA#0and B=0
Vr(a,b)=¢ 2™ -4 ifa#0,b#0,a#b,A=0and B#0
0 ifa#0,b#0,a#b,A=0and B=0
0 if a#0,b# 0,a #b,A# 0 and B # 0.
(2) When m is even,
A ifa=0,orb=0, ora=5b
0 ifa#0,b#0,a#b,A#0and B=0
Ve(a,b) =49 2" -4 ifa#0,b#0,a#bA=0and B#0
0 ifa£0,b#0,a#bA=0and B=0
[ 0 ifa£0,b#0,a#bA#0and B #0,




me b 2m 2b2m b2 2m
where A = ab” +ha” and B = u. Moreover, the Feistel boomerang uniformity of

ab(a +b) ab(a +b)
Fis pF(F) =2m — 4.

5 Conclusion

In this paper, we extended the work of Li et al. [I0] by computing the second-order zero differential
spectra of some APN power functions over finite fields of odd characteristic in order to derive
additional cryptographic properties of APN functions. We also determined the second-order zero
differential spectrum of some functions with low differential uniformity. Additionally, all of these
functions exhibit a low second-order zero differential uniformity. In our future work, we will
look into more functions with low differential uniformity and investigate their second-order zero
differential spectrum.
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