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Abstract

In this work, we will extend the results of Calderini (2021) on the differential uniformity
of some piecewise functions to the case of the c-differential uniformity, recently introduced
by Ellingsen et al. (2020). From this generalization, we are also able to improve the upper
bound obtained by Stanica (2021) for the case of a Gold APN function in even characteristic
modified on a subfield.

1 Introduction

Let p be a prime number and n be a positive integer n. We let F,» be the finite field with p”
elements, and Fy. = Fyn \ {0} be its multiplicative group.

We call a function from Fyn (or F}) to I, a p-ary function on n variables. For positive
integers n and m, any map F : Fn — Fpm (or, Fy — F;") is called a wectorial p-ary function,
or an (n, m)-function. When m = n, F' can be uniquely represented as a univariate polynomial
over Fyn» of the form F(z) = Zfia Yaixt, a; € F,n, whose algebraic degree is then the largest
weight in the p-ary expansion of i (that is, the sum of the digits of the exponents ¢ with a; # 0).

Motivated by [3], who extended the differential attack on some ciphers by using a new
type of differential, in [6], the authors introduced a new differential and Difference Distribution
Table, in any characteristic, along with the corresponding perfect/almost perfect c-nonlinear
functions (this was also developed independently in [2] where the authors introduce the concept
of quasi planarity) and other notions. In [II 6, 8, 9] various characterizations of the c-differential
uniformity were found, and some of the known perfect and almost perfect nonlinear functions
were investigated and constructions were proposed.



For a p-ary (n,m)-function F' : Fpn — Fpm, and ¢ € Fpm, the (multiplicative) c-derivative of
F with respect to a € Fy» is the function

DoF(z) = F(x + a) — cF(x), for all z € Fpyn.

For an (n,n)-function F, and a,b € F,», we let the entries of the c-Difference Distribution
Table (c-DDT) be defined by (Ap(a,b) = #{z € Fyn : F(x + a) — cF(z) = b}. We call the
quantity

drc = max{:Ap(a,b) : a,b € Fpn, and a # 0 if ¢ = 1}

the c-differential uniformity of F. If 0p. = §, then we say that F is differentially (¢, §)-uniform
(or that F' has c-uniformity §). If § = 1, then F is called a perfect c-nonlinear (PcN) function
(certainly, for ¢ = 1, they only exist for odd characteristic p; however, as proven in [6], there exist
PcN functions for p = 2, for all ¢ # 1). If § = 2, then F is called an almost perfect c-nonlinear
(APcN) function.

It is easy to see that if F' is an (n,n)-function, that is, F' : Fyn — Fpn, then F' is PcN if and
only if .DyF' is a permutation polynomial. For ¢ = 1, we recover the classical derivative, PN,
APN, differential uniformity and DDT. In the last years, several constructions of low differen-
tially uniform permutations have been introduced by modifying some functions on a subfield
(see, for instance, [4, [7, 11 12]).

In this work we will extend some of the results given in [4] to the case of the c-differential
uniformity. From this generalization we are also able to improve the upper bound obtained in
[10] for the case of a Gold APN function in even characteristic.

2 Some low c-differential uniform functions and upper bounds
on the differential uniformity of piecewise functions

Here, we shall give a general result concerning an upper bound for the c-differential uniformity
of a piecewise function, thus generalizing a result of [4].

Before considering the case of the c-differential uniformity, we will give a property for some
functions having 07 ; = 4 when p = 2. Indeed, recently in [5], Carlet noticed that for an APN
function F' € Fos[z] defined on an extension Foms, with m odd, we have that the equation
F(x 4+ a) 4+ F(z) = b does not admit solutions = ¢ Fas, whenever a € F3, and b € Fas.

This result can be extended to the case of differentially 4-uniform functions as follows.

Proposition 1. Let n = sm, with m odd, and let F' € Fos[z]| be a 4-uniform function over Fon.
Then, F(z + a) + F(x) = b does not admit solution x € Fon \ Fos, whenever a,b € Fas.

From Proposition (1| we have that all the results given in [4] for the differentially 4-uniform
case of the Gold and Bracken-Leander functions can be extended to other functions, such as the
differentially 4-uniform case of the Kasami function. Indeed, the assumption on the solutions of
the derivatives of the modified function is needed for applying Theorem 4.1 in [4]. In particular,
we have the following result.

Theorem 2. Let n = sm with s even such that s/2 and m are odd. Let k be such that ged(k,n) =
2 and f(x) = Ay o Inv o Ay(x), where Inv(z) = 2~ and Ay, Ay are affine permutations over
Fos. Then

2k ok s n_ f(l‘) if ¢ € Faos
F@) = f(2) + (f@) + 224 )0 427" = {x+ A

is a differentially 6-uniform permutation over Fon and the nonlinearity of F is at least 271 —
2211 — 22 Moreover, if s > 2 then the algebraic degree of F ismn — 1.



Here, we shall give a general result concerning an upper bound for the c-differential uniformity
of a piecewise function, thus generalizing a result of [4]. In particular, Theorem 4.1 in [4] can
be extended to the case of p-ary functions and ¢ # 1. In the following result, we do not request
any condition on the solutions of the derivatives of our functions.

Theorem 3. Let p is a prime, n > 2 be an integer, s be a divisor of n, 1 # c € Fpn fized, and
F :Fpn — Fpn be a p-ary (n,n)-function defined by

F(z) = {f(x) Z:fm b
g(x) ifx ¢ Fps,

where f is an (s,s)-function of c-differential uniformity 07 (for all ¢') and g € Fps[x] is an
(n,n)-function of ¢-differential uniformity o4 (for all ¢’). Then, the c-differential uniformity
of F is

5Fc< 5f,0—|-5g70, ifCZO,
T max {0, + 0g.c,0g,c +2p%0g0}, if c#0,

where ¢ = Y " ¢igi, with ¢; € Fps and {g1 = 1,92,...,gm} is a basis of the extension Fyn over
Fe.

If we introduce some extra conditions on the solutions of the derivatives of the function g,
we can obtain another upper bound on the c-differential uniformity of the modified function.

Theorem 4. Let p be a prime, n > 2 be an integer, s be a divisor of n, 1 # ¢ € Fps fized, and
F :Fpyn — Fpn be a p-ary (n,n)-function defined by

Pla) {f(x) iz € By
g(z) i v ¢ Fp.

where f is an (s, s)-function of c-differential uniformity é¢. and g € Fps|x] is an (n,n)-function
of c-differential uniformity, o4... Suppose that:

(H1) for any a € F. and b € Fps the equation g(z + a) — g(x) = b has no solution in Fpn \ Fps.
(H2) for any a € Fps and b € Fps the equation g(x +a) — cg(x) = b has no solution in Fpn \ Fps.
Then, the c-differential uniformity of F is

max{dfc,0gc} ifa € Fps

Arp(a,b) <
#(a,0) {5gﬁc+2-5g,0 ifa ¢ Fp.

Remark 5. Removing condition (H2) in Theorem {4 would yield

Ap(ab) < § et e TRy
dge+2-050 ifadFps.
Moreover, if g permutes Fs then we have also that 640 = 1.
For a Gold-like function defined over Fan, we can observe the following.

Proposition 6. Let n = sm, with n/s odd. For a Gold-like function g(z) = 221 with
ged(n, k) =t and For C Fos, we have that

gz +a)+g(x)=b

does not admit solutions in Fon \ Fos, whenever a € F5, and b € Fos.



Theorem 7. Let n = sm, withn/s odd. For a Gold-like function g(x) = 22" with ged(n, k) =
t, For C Fas, and n/t odd, we have that, for any fized a € F5., G(z) = 72" +1 +a(z? +2)2" 1 +a
is such that dq . < 3, for any ¢ € For \ {1}.

The c-differential uniformity of a Gold-like function g(z) = z2"+! has been characterized in
[9, Theorem 4]. In particular, for ¢ # 1 we have 0,4, < 28cd(km) 11 From this, and from Remark
we have the following result.

Theorem 8. Let n = sm, with n odd. For a Gold function g(z) = 22" t1 with ged(n, k) =1,
we have that for any fized a € F5., G(x) = 22 fat a(x? +2)%" 71 is such that dg. < 6, for
any c € Fas \ {1}.

Remark 9. Theorem |8 improves (when c is restricted to the subfield Fos) the upper bound
obtained in [10], where the author studied the modified Gold function, with no restriction on the
element c, and obtained that 6. < 9.

3 Concatenating functions with low c-differential uniformity

In this section we will show how it is possible to obtain a function over Fy», with low c-differential
uniformity, concatenating n functions defined over IF,.

Let {f1,...,0n} be a basis of Fyn as vector space over Fy. Let A = (ai;)i; = (ngil) The
matrix A is non-singular, so we can define A~! = (a;i ;)i,j- Let us denote by ey the column vector
whose entries are all zeros but one in position k, for 1 < k < n. We define the linear polynomial
Ly(x) =", a] kl‘q%l = (z,29,...,27" ") A" gy

Any element z € Fyn can be written as x = iz + -+ + Bpxy, with x; € Fy,. Thus, we
have Li(x) = zy. That is, Ly is the projection on the k-th component of x. So we obtain the
following result.

Theorem 10. Let ¢ € Fy \ {1} and let fi,..., fn be n functions over Fy with c-differential
uniformity 01,...,0,, respectively. Let Bi,...,0Bn, Li be defined as before. Then F(x) =
> rey Befe(Li(z)) has c-differential uniformity equal to T]}_, d;.

We can construct a PcN function over Fy» from n PcN functions over F,.

Corollary 11. Let ¢ € Fy\ {1} and let f1,..., fn be n functions over Fy that are PcN. Then
F(z) =Y p—1 Brfr(Li(x)) is PcN.
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