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Abstract

Let GF(p™) denote the finite field with p™ elements and GF(p™)* = GF(p™) \ {0}, where
p is a prime. Let f(z) be a mapping from GF(p™) to GF(p™). Let Nf(a,b) denote the
number of solutions z € GF(p") of f(z + a) — f(x) = b, where a,b € Fyn. Then

Ay =max {Nf(a,b) | a € GF(p")",b € GF(p")}

is called the differential uniformity of f(z).

When f(z) is a power function, i.e., f(z) = x¢ for some positive integer d, we have
Ny(a,b) = Ny(1, L) for all a # 0. Denote by w; the number of output differences b that
occur i times, i.e., w; = |{b € GF(p") | Ny(1,b) = ¢}|. Then, the differential spectrum of
f(z) is defined as the set

S = {wo,w1,~- ,wk},

where k = Ay.

Recently, the differential spectra of several families of power functions over finite fields
were computed. Here we consider the ternary power mapping f(x) = x¢ over GF(3"), where
d =3"—3. When n > 1 is odd, this power mapping was proved to be differentially 2-
uniform by Helleseth, Rong and Sandberg in 1999. For even n, they showed the differential
uniformity Ay of f(x) satisfies 1 < Ay < 5 ( IEEE Trans. Inf. Theory, vol. 45, no. 2,
1999).

Following their work, for d = 3™ — 3, we further investigate the differential uniformity
of #%. We show that for even n > 2 the power mapping z¢ is differentially 4-uniform
if n = 2 (mod 4) and is differentially 5-uniform if n = 0 (mod 4). When n = 2, 2% is
differentially 1-uniform. Furthermore, in each case, including case where n > 1 is odd, the
corresponding differential spectrum of ¢ is determined.

The problem of determining the differential spectrum of the power mapping z3 ~3 is
reduced to that of counting the number of v € GF(3") \ GF(3) such that the quartic
polynomial g, (z) = z* + 22 — uz + 1 has i roots in GF(3"), where i = 0,1,---,4. The
key point of our study is that we successfully find the necessary and sufficient condition
for g, (z) having two or four roots in GF(3™). Then, we establish an approach to count
the corresponding number of u, which turns out to be closely related to the cyclotomic
numbers over GF(3™). In this way, we eventually obtain the differential spectrum of 3" 3,
However, our method relies heavily on the characteristic p = 3, and it cannot be applied
to the general case where d = p™ — 3 with p > 3 being an odd prime. In order to deal with
the general case, we need new technique and this is a future work.
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