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Abstract

The boomerang attack, introduced by Wagner in 1999 [1], is a cryptanalysis technique against
block ciphers based on differential cryptanalysis. In particular it takes into consideration two
differentials, one for the upper part of the cipher and one for the lower part, and it exploits the
dependency of these two differentials. In a recent work, Boura and Canteaut [2] studied the
properties of Sboxes related to the boomerang attack. Other results were presented by Li et al.
in [3].

Given a permutation F : F2n → F2n , the Boomerang Uniformity of F , βF , is defined as
follow

βF = max
a,b∈F?

2n

|{x ∈ F2n : F−1(F (x) + a) + F−1(F (x+ b) + a) = b}|.

Equivalently βF can be defined as the maximum number of pair (x, y) ∈ F2n × F2n that solves
the following system of equations{

F (x+ a) + F (y + a) = b

F (x) + F (y) = b,

with a and b ranging over F?
2n .

In this work we studied the boomerang uniformity of some differentially 4-uniform permu-
tation polynomials.

• The Bracken-Leander function, defined over F24k for k odd,

F (x) = x2
2k+2k+1.

• A class of permutations constructed from the inverse function, of the form

F (x) =


1 x = c
c−1 x = 1
x−1 x 6= 1, c.

When n is even and Tr(c) = Tr(1c ) = 1 then F is a differentially 4-uniform permutation.
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